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1) LWE and R—LWE problem

Learning With Errors problem(LWE)[3]2 ZAx} ¢
T9 ERTZ ALLEE, Ax 45 ) obdA
S HASE dagFolg. LWE £A4= nakd Axb
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Algorithm 1 : Learning With Errors

Algorithm 3 : Hash signature using Gaussian sampling

e Search LWE : Find s € Zg given noisy random inner
products

a;,« 1y, by = (s,a;) + e
a;, < Ly, b, =(s,a;) + e,

where e; « X, X Gaussian over Z with width aq.
(aq >~n)
n m _S€Lg™ n
Zq X L (s,e)—>sta+e = L

@ Decision LWE : Distinguish (4, b* = stA + e") from
uniform (4, b*), where A= (aj, ... ,a,, ).

e Search LWE < Decision LWE.

e KeyGen(1™): let (A,B) be TrapGen(1™), where A € Zg*™
and B €Zp*™ is a short basis of A; (A). The
verification key is A and the signing key is B.

e Sign(B, m) : if (m, Sign(m)) is in local storage, output
Sign(m). Otherwise:

1.find c € Z suchthat Axc® = H(m)

2. Sample v «Sample(B, o,c).

3.s(m) « ¢ —v. Store (m,s(m)) and output s(m).

e Verify(A, m, s) : if Axs® = H(m) and s < ov2mm,
accept. Else, reject.

t}& Algorithm 2+ LWEE &
A dagFoltt, v 7]
TN 7= s& 54 2ol dof ALl

Algorithm 2 : Public-key Cryptosystem using LWE

e A « 7! (random n X m matrix over Z,) is open
public.

e Secret key of Alice : s « Zg
e Public key of Alice : bt = s*A+e'.
e Bob’s plaintext : x « {0, 1}™

Bob sends to Alice
u=Ax, u' = b'x+bit-q/2.
Alice decodes u' —stu =~ bit - q/2.

Ring—learning with errors problem(R—LWE)2 A<=
ol2k AR}z, A4 7Ivke] LWE #4lE 574 Ring ¢
oA e Al R, W& 7|Who® gk Aot}

2) Sampling

AIHEE AolA pseudo—
random@ < FZ31= Wo|tl, AR AM= A
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7] s& A4

Gaussian sampling<
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III. PQC 43 &3 F vl
3.1 qTESLA

R-LWEe] 9& daegZe ¢tdAdol vt 7}
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3.3 Dilithium

Dilithium <xg]= 9A & dueg S vlx7kA
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IV. Q42 7]4 PQC €18F 4
4.1 Openssl

Secure Socket Layer(SSL)2 € AuzF <HAsH
oy dES 37 fl8] et Z2EFE A o
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@ Client Hello

@  Server Certificate
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[Z2¥ 3] SSH authentication process
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25 key size, signature A4 A|ZF, verification A gTesla—p—1 19898 47551 106
HE gekglth qTesla—p—I0 | 51304 | 120949 112
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RSA512 1704 0.000040s | 0.000004s Falcon—512 1255 4395 102
dilithium?2 5490 0.0001s 0.00001s Falcon—1024 2452 8205 104
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qteslapi 27322 0.0038s 0.0008s Falcon in Openssh authentication

[X% 1] Comparison of RSA, gTESLA, Dilithium, and
Falcon in Openssl key/signature generation
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4.2 Openssh
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4.3 Openvpn
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[2¥ 4] VPN authentication process

[3 312 RSA, qTESLA, Dilithium, =183 Falcon
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Certificate size Key size

RSA512 1216 1704
qTesla—p—1 24186 27322
qTesla—p—1III 60253 68922
Dilithium—2 4913 5490
Dilithium—4 7481 7700
Falcon—512 2614 3036
Falcon—1024 4669 5636

[ 3] Comparison of RSA, gTESLA, Dilithium, and
Falcon in Openvpn authentication

4.3 NIST Round 3 23¢9} &udF A3 Hu

gqTESLA >> Dilithium > Falcon

gqTESLA > Dilithium > Falcon

Falcon> qTESLA > Dilithium

2 gqTESLA > Dilithium > Falcon
|4 Dilithium > Falcon > qTESLA

[ 4] Overall comparison of gTESLA, Dilithium, and

Falcon
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